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Abstract—Cyber security and information security, both 

the terms appear identical and are often used in place of the 

other. Information Security often stresses upon the role of  

humans into the security process, whereas  for Cyber security, 

involvement of humans in security processes is an additional 

aspect with many other issues, it targets upon. Discussions like 

these are worth considering as this stresses on the ethical 

aspects of the society. So may frameworks are existing so that 

the issue of cyber security can be entertained. The concept of 

cyber security has been thoroughly discussed and so are its 

frameworks,  taskforces and its protection mechanism for 

personal information lying within a system or computer. This 

paper presents a brief review of all the frameworks and models 

and further includes in  the comparison, their limitations as 

well as all the previous techniques are also discussed so as to 

analyse their effect in mitigating the possible threats. The 

future scope in this area has also been highlighted in this paper.  
 

I. INTRODUCTION 
 

Cyber security and information security are quite 

interchangeable terms but, former treats human intervention as 

an additional aspect of the field, where as for later, humans’ 

role in this field has always been an area of major focus. 

Discussions like these are worth considering as this stresses on 

the ethical aspects of the society, as a whole. There are so 

many different aspects attached to cyber security, such as 

security, secured sharing, confidentiality, access rights to a 

particular information. No matter how many forms it has, it 

still lacks clarity, concrete definition and consensus.  
Since, the term Cyber Security still has quite a vague 

definition, it is generally weighed in terms of access rights, 

tight security, the safe storage and secured transmission of data 

whether electronic or other modes[1], [2].  Cyber security is 

generally focusses on three crucial factors, which are: 

1) The methods applied to protect information 

Technology (IT). 

2) The most important, data itself. 

3) The secured processing and transmission of the 

information/data whether on a virtual or a physical 

device. 

4) The level of protection obtained with the application 

of all the above mentioned measures as well as the 

other professional outlooks related to this field [3]. 
 

Hence, We can put the definition of cyber security as, a 

measure which protects not only the systems/computers but 

networks and most importantly the information from getting 

distorted, accessed without authorization, unethical use and 

unwanted modifications or any sort of damage [4]–[6].  
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Fig. 1[34]: Different issues with viewpoints of cyber security 

issue.  
 
The parameters of this review revolves around Cyber security, 

being defined as amalgamation of policies, different security 

checks, risk mitigation policies and approaches, protocols, 

involvement of different and training to be utilized so as to 

secure the organization, required cyber setup with different 

user assets along [6].  
The focus of this paper is numerous threats of Cyber 

security and to present a brief summary of all the security 

models existing currently. Fig. 1 represents the main aspects  to 

be reviewed in the paper, which include cyber security 

workforce, personal information protection,  vulnerability 

scanning, prevention of cybersafety, email virus filtering, and 

firewall services. The essence of this paper will assist 

professionals as well as academics in a way to  obtain a 

comprehensive view about how this field, i.e. cyber security 

works. The main aspects to be focused upon in this paper are:  
1) Presenting the brief summary of all the critical concerns 

in this domain through a literature review.  

2) This paper also suggests or proposes numerous research 

paths that can be discovered or opted out in future.  

The discussion in the remaining paper will be organized in 

the following order. Section II contains the literature reviews 

and also addresses most of the critical concerns in cyber 

security. Several aspects of cyber security  are also highlighted 

in the section. Next, a brief discussion regarding several future 

scopes is covered in Section III. Finally, a conclusion has been 

presented in Section IV. 
 

II. CYBER SECURITY : CRITICAL CONCERNS  
 

The attention that can be paid and the conclusions that can 

be drawn out of a particular situation while managing, 

organizing and usage of internet and systems are the two major 

factors on which Cyber security relies upon [7].  
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Innumerable attempts have been put so as to look for the 

ways to counter numerous cyber security threats and issues. 

Number of models and frameworks have been proposed, 

which however delivered good results during initial time but 

gradually , their performance declined and they were unable 

to counter difficulties lately [8]. The failures and deteriorating 

performance of different models were a result of new 

technologies being introduced in the field, [9] quite 

frequently. Limitation of facilities was another important 

factor. The concerns related to security are generally 

considered as a tradeoff between security requirements and 

other benefits [10], [11]. 
 
A. Cyber security workforce 
 

The framework of National Initiative for Cybersecurity 

Education (NICE) is an inter-agency attempt by the National 

Institute of Standards and Technology (NIST). The motive of 

the agency is to focus on educating the significance of cyber 

security, understanding and realization, proper training and 

professional development. It was NICE which came up with 

the Cybersecurity Workforce Framework. This model por 

framework relies on recognizing  by the procedure of 

repetitive training. It, also attains secured cyber infrastructure 

as per the requirement of the circumstances. But , the model 

has not considered  the fact that new technologies are 

emerging at a very fast pace and it is causing an impact and 

crating implications and challenges to obtain cyber security 

[12].  
The scholars are also of the opinion that the standards and 

the protocols as well as the measures should be raised and 

should be reviewed quite frequently [8]. Researchers point 

out further, that the frameworks have not paid the attention 

towards the threats that can make or take the advantage of 

weak security setup and can make a  system/setup vulnerable. 

So, there is a dire need to analyse the  risk mitigation 

techniques and their upgradation [13]. The recommendations 

from the researchers also state that there is enough need to 

upgrade and enforce strict laws to tackle cyber security 

breaches and crimes as the cyber security cell and legislature 

is not as firm as it should be. Summing up, an effectual 

security blueprint in alliance with different modelling 

business processes can be prepared to battle against this 

menace of cyber security threats  [14]. 
 
B. Protection of personal information on the system 

 

Cyber-safety is often talked about as a concept which include 

different tecniques, a set of a proper notions, different 

operations or practices that play a huge role in protecting a 

system from various cyber threats aiming personal 

information or just deterioration of the system [15], [16]. Be it 

any firm, there always exists is a Cyber-safety Program 

policy, PPM 310-22, and it ensure  that all  the different 

peripherals or devices interconnected and also the network 

established for the purpose of communication must be 

secured under  proper security standards. As per the 

requirement of the setup, almost all departments are supposed 

to submit an yearly report which reveals about their level of 

acceptance. Also, the employees, faculty staff and of course 

students are assisted with various services and protocols , so 

that the standards of cyber safety can be met. All the 

information required about the specific service is  provided.  
One of the main cause of various issues related to cyber 

security are hackers, spywares, viruses and of course the 

identifying thieves[17]. The computers are impaired or 

infected by the viruses and they might take the help of an 

attachment attached to an email or even file sharing can be a 

cause of this infestation. A computer once, can become a 

cause of infesting numerous systems on a network. People 

who take the access of a system from a remote location are 

called a Hackers. They take the help of spams and malicious 

viruses to destruct or to cause a system to malfunction. 

Identifying thieves are those who manage to gain an 

unauthorized access and can obtain someone’s personal 

information such as his/her bank account details or social 

security number [18]. A software is called a spyware when it 

―piggybacks‖ on other programs which generally get 

downloaded. It then accumulates and analyse the online 

behaviour of a user. The user remains unaware  as his/ her  

personal information even gets transmitted without his/her 

consent. 
 
All the above mentioned threats are a big challenge and a firm 

or a company may land into other serious troubles as well if 

they don’t behave alert enough in order to save their users’ 

personal data and their systems. If a company is even a bit 

negligible in case of cyber security, it may result into leakage 

of institutional data, loss of access to all the systems on local 

network, integration of data, research data, public trust will be 

lost, internal conflict will be there, termination of staff 

members, and even loss of opportunities. 

 

C. Filtering of email viruses 
 

For filtering of email virus, researchers have conducted 

innumerable studies. There are many spam detection 

procedures already available or suggested by the researchers 

which can provide an impressive idea or estimate about the 

already existing spam and lot of time is being invested in 

inventing or designing more feasible, error-free and robust 

spam mitigating and detecting techniques [19]. The current 

applications available are kind of stagnate or static in nature 

and hence are not very precise with their results, They can 

easily be manipulated and they can easily be countered and 

breached. 
 

The Hacker simply performs an intensive study on the 

phenomena of the spam mitigating technique being used and 

try different means to counter or fool around the technique in 

best way possible [20]. To tackle any spam effectively, it is 

utmost important to always come up with a new idea to tackle 

a spam, as only this way the technique is capable of 

competing with the hacker’s mind, since the hacker is always 

trying with new hit and trial methods to breach the security 
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[21]. The spam detecting technology should be able to mould 

according to the compliance level of a particular firm, which 

is adopting it. The argument to support this statement comes 

from the Bayesian Mathematics. The various studies 

conducted, indicated that different techniques adopted to 

counter spam and various concerns related to it can possibly 

be sorted out if we go on adopting Bayesian Techniques.  

After a lot of research it has been understood that the spam 

attacks or the security breach cannot be stopped, but it can 

only be limited and the best approach to effectively limit these 

attacks turns out to be Bayesian Approach as compared to 

other techniques. 
 
The more the research was intensified, various short comes 

were identified in different spam detecting and mitigating 

techniques, The different approaches working behind 

incoming spam countering techniques were 

Blacklist/Whitelist, Bayesian analysis,  Mail header analysis 

and Keyword checking [22]. Whereas, different approaches 

which were running behind The spam filtering methods,  were 

Rule-based filtering,  Distributed adaptive blacklists, K 

nearest neighbours, Bayesian classifier, Support Vector 

Machine (SVM), The multi-layer networks, Content-based 

Spam Filtering Techniques - Neural Networks, Technique of 

search engines, Technique of artificial immune system and 

Technique of genetic engineering,. It was revealed from the 

study finding that most of the spam filtering methods were 

adopting the text categorization methods. It meant that we 

were short of approaches which could deliver the result as 0% 

false negative or 0% false positive. It won’t be wrong to state 

that there are numerous scopes lying for further research 

when it comes to classification of text and multimedia 

messages.   
Kumar et al. [23] stated that TANAGRA data mining tool 

is utilised to analyse the spam dataset. The tool stated above 

proves to be an excellent and productive classifier while 

examining the email spam. The first step was to select the 

features and to construct the features so that the required 

characteristics can be obtained [24]. After the first step is 

done, the dataset will be provided as input to various 

classification algorithms and after that, each classifier will 

undergo  a reauthentication. In the final step end, the 

classifier, best among the rest, in terms of complexity, precise 

results, error-free and recall will be selected. From various 

experiments, conducted and their results, indicate that the 

feature selection algorithms such as runs filtering and fisher 

filtering has a better rate of performance while classifying for 

various classifiers. When the Rnd tree classification algorithm 

was applied, to relevant features, in combination with  fisher 

filtering. It was recorded to be producing more than 99%of 

accuracy results for spam detection. When tested with test 

dataset, This Rnd tree gave way more accurate results as 

compared to any  other classifiers, applied for thas spam 

dataset. 
 
D. Studying  firewall services 
 

Al-Fayyad et al. [25] performed an evaluation to  test the 

efficiency of personal firewall systems by conducting an in-

depth analyses to estimate the design components that could 

breach the degree of usage. A study was conducted to 

examine the usability of personal firewalls. If Windows XP 

platform was to be chosen to conduct an experiment, the 

modern firewalls, four in number, were considered. They 

were Trend Micro Internet Security Version 16.00.1412, 

Norton 360 V. 2.0.0.242, ESET Nod32 Smart Security and 

Zone Alarm V. 7.1.248. The results obtained, threw light on 

various facts, such as Personal firewalls were not much of a 

use and were exhibiting quite poor performance. These weak 

mechanism will only make a system prone to attacks and 

vulnerable in terms of cyber security. The usability issue 

might arose because of the data retrieved  from the firewalls, 

be it, during the installation process, or interaction or 

configuration process, was quite ambiguous or misleading. 

The other cause of usability problems were have noted to be 

reduced clarity of alerts.  
Li [26]conducted a test to estimate the issues which arise 

when firewalls are placed in a network, which is following a 

particular topology, as per suited to network design. He also 

intensively researched about framing routing tables in the 

entire process in such a way that while traversing the network 

the firewall protocols could minimally effect the performance 

of data communication in the entire network, and there is no 

traffic congestion as well as minimum to no security breaches.    

There are two remarkable contributions, which are: 

First, the problems to be N-P complete. 

Second, to propose Heuristic solutions and their efficiency 

has been illustrated with the help of simulations. Different 

tests conducted reveal that the algorithm has helped in 

restricting multi-firewall rule set, as compared to other 

algorithms.  

 

E. Scanning for vulnerability 
 
Sudha Rani et al. [27] examined the methods of Intrusion 

Detection System (IDS) to detect a breach of security on a  

network. Intrusion detection system is presented to secure a 

 threat-prone  network of virtual machines. The research 

conducted, has taken into account all possible threats as well 

as risks and it has also considered all possible security 

measures while organizing a virtual computer network [3]. 

The study further showed that network based and host based 

are the two types of intrusion detection. It also emphasises on 

the usages of software switches so that detection accuracy can 

be improved. 

 

 

 

 

 

 

 

 

 

 

Fig. 2 [34]: Cybersafety prevention: General operation flow  
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Other researches [25] worked upon focusing that how 

vulnerable were web applications as well as the environments 

created automatically. Also number of threats were detected 

clinging to various products used for networking while they 

were subjected for security analysis. Exploratory research 

methodology was clubbed with OpenVas tool, so as to 

conduct the study . The findings of the study threw light on 

some of the technologies, which could help, fixing the  

vulnerability issues  and remove threats as well. It used a 

function called PHP info(), and methods such as Trojan, 

extended its help to keep the systems in a network, safe from 

such sort of threats.   
Ye et al. [28] put his focus on analysing the quantitative 

vulnerability assessment model in cyber security for DAS. 

The assessment process has been divided into  three 

components. 

1. First one is named as vulnerability adjacency matrix 

formation,  

2. Second is named as attack processes modelling,  

3,. Third is called  physical consequences analysis.  

The increase in smart grid merits cyber security problems has 

aggravated due to the fact that the higher level  cyber systems 

are being integrated with the physical power systems. It was 

observed that DAS was more prone to  cyber threats in 

comparison to many control setups in various substations or 

power plants.  
However, it was supposed to be made sure that DAS 

remains secured and unfavourable economically as well as 

non-essential technically. Hence the theory stresses upon 

introducing ADG models, then evaluating it for possible 

physical threats keeping in mind all the possible cyber 

menace and proposing a  vulnerability adjacency matrix, 

displaying all the relationships among all the flaws. Number 

of  assessments have been made from the perspective of 

RBTS bus 2, indicates that the proposed model to assess 

vulnerability,  is quite effective to the others when compared. 

 

   

F.  Cybersafety Prevention 
 

Cyber Safety introduces, its seven There are seven  crucial 

actions and they are Usage of Anti-virus Software, 

Installation of  OS/Software Updates, Prevention of Identity 

Theft, Switching on Personal Firewalls, Preventing 

Adware/Spyware, Passwords protection and Back up of 

Important Files [29]. Fig. 2 introduces the general operational 

flow for  cybersafety prevention. 

 

1) Installation of OS/Software updates: 

 

software updates are actually the  patches that are installed 

to fix problems of operating system (OS) (e.g., Windows 

XP , Mac OS X  and Windows Vista etc) and other 

software such as Android applications. 

The default setting for most of the operating systems, now 

a days are that they are designed to automatically 

download the required updates as a default setting. After 

updates are downloaded, the user’s permission is sought to 

install the updates by displaying a prompt window. The 

user is supposed to click yes. The system is supposed to be 

restarted, so that the patches gets applied to the system, 

once the updating is completed.   
2) Usage of Anti-Virus Software: 
  

Anti-viruses are installed to keep a check on the viruses 

and other security threats in a system. Antiviruses are 

installed firstly and then a scan is run to scan the entire 

system for any possible threat. Users are advised to keep a 

check on the last date of the scan. 

Periodical checks should be made to keep an account that 

the Anti-Virus is up to date. This always helps in  keeping 

viruses of the system. It removes as well as repair users’ 

infected files.   
3) Prevention of Identity Theft: 
 

User should always be alert while someone tries to get 

access to his/her Social Security numbers, bank account 

details, driving license detail  or other personal information 

such as passwords. One should be aware and responsible 

for other people also.   
No confidential information should be sent by an email or 

in a message form as the information might get hacked.  
Users’ better be alert for any sort of phishing fraud -it uses 

fake email ids and pretend to be well known institutes or 

reputed banks, or it can also lure users for a hefty money 

prize and in return will ask for personal details such as 

bank account details or ATM pin. Never leak your 

personal details online or fill any sort of online form or any 

link arrived from an unknown sources, with personal 

information. Credible institutes never ask for personal 

details.  
 
4) Switching on Personal Firewalls: 
 

User should turn on default firewall settings, which can be 

found under the option for system setting in a computer. 

Microsoft, for example provides pre-installed built-in 

firewalls within its operating system  
Firewalls act as the protective layer in between the internet 

and computer systems. 

The standard procedure, any hacker will follow will be to 

continuously ping users’  system and check for their 

response. The firewall blocks or seizes any response to be 

sent from the user’s system.  
5) Password protection:  

User should always make sure that he/she has not shared 

his/her password with anyone and the password should 

be difficult to guess. 

User should try to keep changing his password 

frequently as to prevent any sort of hacking . 

A password should be a good mix of Alphabets, numeric 

and special characters and the minimum length of the 

password should be at least 8 characters.  
 

III. DISCUSSIONS 
 

As the literature got reviewed, it can be concluded that the 

field i.e. cyber security has been extensively researched and  

earlier approaches or findings especially targeted the issues 
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related to techniques for spam  or spam filtering [19].  The 

most highlighted approach was the TANAGRA data mining 

tool, used to analyse the spam dataset, which helped in 

exploring the most effective classifier to detect spam in mails 

[23]. Later the studies further explores many spam detection 

techniques existing at threat time to look for a precise, 

dependable, effective spam detection method [19].  
The personalized firewall system and their  design 

components, resulting in the violation of usability principles 

[30] were also discussed. The topological arrangement for 

firewalls  within a network and framing of routing tables, 

such as the max firewall rule set could be limited [26]. 

Attribute-based solutions were also presented as an option for 

specific security requirements [31].  
The discussion about Intrusion Detection System (IDS) 

[32] procedure which helped in finding out a computer 

network attack [27]. The assessment for vulnerability for  web 

applications and automatic setups combined with other issues, 

like validation of data [24], [33]. An innovative quantitative 

vulnerability assessment model on cyber security for DAS is 

evaluated [28].  
 

IV. CONCLUSIONS 
 

The end conclusion is that extensive research has been 

conducted on the fields such as firewalls, network, emails and 

other similar aspects. The area still not much explored is 

password security. General recommendations are available on 

how set a secured password but still a validating protocol is 

missing. There is still a need to propose more techniques and 

frameworks from the perspective of securing the passwords in 

a more efficient way. 
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